UudopmaioHHas NaMsITKA /IS HECOBEPIIEHHOIETHHX [0 BONPOCaM
KHOep0e30nacHOCTH

B ceTu « HTepHer

KoMnbTepHbI€ BUPYCHI

KomnbioTepHslit BUPYC - 3TO Pa3HOBHUIAHOCTh KOMMOBIOTEPHBIX TMPOTPAMM,
OTJIMYUTEIBHON OCODCHHOCTBIO KOTOPOH SBIISIETCA CIIOCOOHOCTh K Pa3MHOXKCHHUIO
(xkomupoBanuio). B 1domonHeHWe K 3TOMY, BHPYCHI MOTYT HOBPEIUTH WIH
TOJIHOCTRI0 YHUYTOXKUTE BCE (ailiibl U JaHHBIE, MOJAKOHTPONBHBIC TIOJIB30BATEIO,
OT UMEHH KOTOPOro ObIJIa 3amyleHa 3apak€HHAs MPOrpaMma, a TaKkke TTOBPEIUTh
WJTH 1K€ YHHYTOKHUTH OTCPAIlMOHHYIO CHCTEMY CO BcemH aiinamu B nesom. B
DONBIIMHCTBE CTy4aeB PACHIPOCTPAHSIOTCA BHPYCHI Yepe3 HHTEPHET.

MeTo/ab1 3allIUTHI OT BPEIOHOCHBIX MPOTrpaMM:

1. Hcnonb3yli coOBpeMEHHBIE OIEpPAllMOHHBIC CHCTEMbI, HMMEHOUINE
CcepbE3HBIN YPOBEHB 3aIIUTHI OT BPEIOHOCHBIX MPOTPAMM;

2 [TocTosuHo ycTaHaBnuBak mnaTyM (IAGPOBBIE 3aIIaTKH, KOTOPBIE
ABTOMATHYECKH YCTaHABIMBAIOTCA C IIEJbI0 J0pPaOOTKH TMPOTPaMMbl) H APYrHE
oOHOBIIEHHUS CBOEH omepanuoHHOM cucTeMbl. CkauWBail WX TOIBKO C
obunmansHoro cadita paspaborumka OC. Eciom  CymecTByeT — pexuM
ABTOMAaTHYECKOTO OOHOBJICHUS, BKJIFOUH €T0;

3 Pabotait Ha cBoeM KOMMBIOTEpE TOJ TIpaBaMH MOJB30BATENS, a HE
AAMUHUCTPATOPA. ITO HE TO3BOJIUT OONBIIMHCTBY BPEIOHOCHBIX MPOTpaMM
WHCTALTUPOBATLCA HA TBOEM TEPCOHAIBHOM KOMIIBIOTEPE;

4. Hcnonb3yli aHTHBUPYCHBIE MPOrPaMMHBIC TIPOAYKTHl HM3BECTHBIX
MIPOU3BOAMUTENCH, C aBTOMATHUECKHM 00HOBIeHHEM 0a3;

B Orpannub (u3HYecKUil AOCTYN K KOMIBIOTEpPY ANA MOCTOPOHHUX
JINIL;

6. Hcrionb3yil BHENIHME HOCUTENH HHGPOpMAIMM, Takue Kak (remka,
nuck wnu daiin u3z MaTepHera, TONBKO U3 MPOBEPEHHBIX HCTOYHHUKOB,

i He oTkpeiBait koMIbrOTEepHBIC (aiinbl, MOTYYCHHBIE U3 HEHAIEKHBIX
UCTOYHHKOB. Jlaxke Te (ailybl, KOTOpBIC MPUCIAT TBOM 3HAKOMBIN. JIydie yTouHH

Y HCTro, OTIIpaBIIsAll IH OH Tebe ux.

Cerun WI-FI




C nomompio WI-Fi MOKHO moOJXyuMTh O€CHNATHBIH WHTEPHET-JOCTYI B
0DIIeCTBEHHBIX MecTax: Kade, OTelsIX, TOPTOBBIX IEHTpax | a’ponoprax. Tak ke
SBASCTCS OTIMYHOM BO3MOKHOCTBIO BbIXxoJa B MHtepHer. Ho MHOrue skcreptsl
CYMTAIOT, 4TO 00meaocTynabie WiFi ceTu He SBsSt0TCS 0€30MMacHBIMU.

Cogersl o 0e3onacHocTu padoTsl B 001e10CTYNIHBIX ceTax Wi-fi

1. He mepenaBaii cBOW JTWYHYI0 MH(QOPMAIMIO HYepe3 OOLIEHOCTYITHBIE
Wi-Fi cetn. Paboras B HEUX, )KeIaTeIbHO HE BBOJIUTH MApOJIH JOCTYIA, JOTHHBI U
Kakue-To HoMepa;

i Hcnons3yii 1 0OHOB/ISI aHTHBHPYCHBIC MPOrpaMMbl M OpaHMaysp.
Tem cambIM TBI 00€30MacHIIb CEOS OT 3aKAYKU BHpPYCa HA TBOE YCTPOHCTRO;

& [Tpu ucmonas3oBannn Wi-Fi1 otkmoun ¢gyakmuio «O0mui goctyn K
taitnam u npuHTepam». JlaHHas (YHKIHS 3aKpeiTa MO YMOJYAHHIO, OJHAKO
HEKOTOPBIE TIOJIB30BATETH aKTHBHPYIOT € /i yA00CTBa UCIOAB30BaHusS B padoTte
W yuede;

4. He ucnonesyit nyoauunsiii WI-FI ans nepenaum JNUYHBIX JaHHBIX,
HarpuMep, U1 BBIX0Ja B COLIMAILHbBIC CETH WU B 3JICKTPOHHYIO MOYTY;

5 Hcnonwssyli tonbko 3ammunicHHoe coeauHcHue uepes HTTPS, a He
HTTP, T.e. npu Habope BeO-anpeca BBOAH UMEHHO «https://»;

6. B mobunsrOM Tenedone otkmoun Gpynkipio «Iloakmouenue k Wi-Fi
apToMaTHueckn». He momyckail aBTOMATHYECKOTO TOIKIIOYEHHS YCTPOMCTBA K

cetaMm Wi-Fi 6e3 TBoero coriracus.

CounaibpHble CeTH

ConuansHasi ceTh - 3TO CalT, KOTOPBIH TIPEAOCTABIAET BO3MOKHOCTh JTHOJISIM
OCYIIECTBIATL ObIIeHHe Mexkay coboit B uHTepHeTe. Yaine Bcero B HUX AMd
KKIOTO YeNIOBEKA BBIJEIAETCA CBOS JIMYHAs CTPAaHWYKAa, HA KOTOpOiHl OH
yKaspiBaeT 0 cebe pasnuuHyro HHpOpMAaIlui, HAYWHAA OT WMCHH, (haMWIHU U
3aKaHUMBasA TUYHBIMA QoTorpaduaMu. MHOrHe Moab30BaTeIN HE TIOHHMAIOT, YTO
uHpopMaIus, pasMelieHHas UMH B COIMANIbHBIX CETAX, MOXET ObITh HaliacHa u
WCTIONTb30BAHA KEM YrogHO, B TOM 4YHCIEe He obs3arenbHO ¢ OmaruMu

HaMCPCHHAMH.

OcHoOBHBIC COBETHI M0 0€30MACHOCTH B COIHANBHBIX CeTHX:
1. OrpaHuus crucok apyszedl. Y TeOs B JpYy3pAX HE JOMKHO OBITh

CIY4YalHBIX M HC3HAKOMBIX JIOJICH;



Z 3anuimiai CBOK 4acTHYIO KHM3HL. He ykaseiBail maponu, TenedoHsl,
aapeca, [AaTy TBOETO POXKACHUS M APYIYKO JHYHYIO — HH(MOpMAIHUIO.
3M0OYMBIILIEHHUKH MOTYT HCITOIB30BaTh Jake HH(POPMALIHIO O TOM, KaK Thl U TBOH
POMIATEIIM TIJIAHUPYETE MPOBECTH KAHUKYIIBI;

3. 3anmiai CBOI penyTaluio - JEPKH €¢ B YHUCTOTE W 3ajaBail cecbe
BOIIPOC: XOTeJ ObI ThI, YTOOBI APYTHE MOAL30BATEIH BU/ICTH, YTO ThI 3arpyikKaciib?
[Togymaii, npekiae 4em uTo-TO OnyOJIUKOBATh, HAMKCAThL U 3arPY3UTh;

4, Ecam Tl rOBOpUILE € JIKOJABMU, KOTOPBIX HE 3HACIIb, HE MCIOJIb3YH
CBOE pealbHOC HMS W APYIYH JTHYHYI) HH(POPMAIHU: HMS, MECTO KUTEILCTBA,
MeCTO y4eOBbl U povee;

5 N3berait pasmenienus ¢ororpaduii B MHTEpHETE, I ThI H300paKeH
Ha MECTHOCTH, IO KOTOPO MOYKHO ONPE/ACIUTh TBOE MECTOMNOIOKECHHUE;

6. [Ipn perucrtpaniuu B COHAIBHOM CETH HEOOXOAMMO MCIIOJB30BaTh
CI0’KHBIE TIAPOJIH, COCTOAINE 3 OYKB M IIU(PP U C KOJTUIECTBOM 3HAKOB HE MEHEE
8;

o Jlns coumanbHOM CETH, MOYTBI W JIPYTUX CalTOB HEOOXO0IHMO
HCIIOJIL30BaTh pa3Hble mapoyu. Toraa ecin Teds B3JOMAKOT, TO 3JI0YMBIILICHHHKH

mony4dat 10CTymn TOJABKO K OJHOMY MCCTY, 4 HC BO BCC Cpa3y.

JJIeKTPOHHBIE IeHbI'H

DACKTPOHHBIC MEHBIH — 3TO OYEHBL YA0OHBIH crocod miaTexeit, ogHAKO
CYIIECTBYIOT MOIIIEHHUKH, KOTOPBIE XOTAT MOJIYUHUTh 3TH ACHBTH.

DNEKTPOHHBIC eHBIH MOSBUINCH COBCEM HEaBHO M UMEHHO M3-3a 3TOTO BO
MHOTHX TOCyJapcTBax /10 CUX MOP He MPONHCAHO PO HAX B 3aKOHAX.

B Poccun ke oHH QYHKIHOHUPYIOT M 0 HHUX Y)Ke MPOIMHCAHO B 3aKOHE, T/Ie
WX pa3enfioT Ha HECKOJbKO BHUJIOB - aHOHMMHBIC W HC aHOHMMHbIE. PasHuna B
TOM, YTO aHOHHMHBIC - 3TO T€, B KOTOPBIX pa3pelracTcs NPOBOANUTE onepanuu 6e3
WICHTH(UKAIIMK  TOJNb30BaTENs, a B HE AHOHUMHBIX HIACHTH(UKAIIHH
TOJIB30BATEN ABISICTCA 00s3aTCIBLHOIA.

Takke crnemyer pasiaudaTh OSIEKTPOHHBIE (UATHBIC JCHBIH (pPaBHEBI
rOCYJIAPCTBCHHBIM BaTOTaM) W 3JCKTPOHHBIC HE(HATHBIC ACHBIU (HE pAaBHEI
rOCY/IapCTBEHHBIM BATHOTAM).

OcHOBHBIC COBETHI M0 De30MacHoil padoTe ¢ 3J1eKTPOHHBIMH JeHbIaAMH:

1. [MpuBsxku K cuery MOOMIBbHBIH TenedoH. ITO camMblil yIOOHBIH H

OBICTPBI CMOCOD BOCCTAHOBUTH JOCTYNM K cdery. [lpuBssaHHbIl Tenedon



MOMOKET, €CJH 3a0yJcib CBOM IUIAaTEKHBIM Mapoib WM 3aiJCUIb Ha CalT C
HE3HAKOMOTO YCTPOMCTRA;

Z Hcnons3yii ogaopazossic napoiu. [locne nepexoja Ha YCHIICHHYHO
aBTOpH3alui0 Tebe yke He OyHeT yrpoxkaTh ONAcHOCTh KpaKy WIH TIepexBaTa
ILJIATEKHOTO MapoJis;

& BoeiOepu cioxkublii naposs. [IpecTynnukam OyaeT He OPOCTO yraJiaTh
CIOXHBINA napoib. HajgexHsle nmapoiu — 3TO MApoiH, KOTOpbIE COJIEpKar He
MeHee 8 3HAaKOB M BKIIIQUAKOT B ceOs CTPOYHBIC W MPONHCHBIE OYKBBI, HMU(PH U
HECKOJILKO CHMBOJIOB, TAKHE KakK 3HAK J0Jj1apa, (YHTa, BOCKIUIATEIBHBIA 3HAK U
T.1. Hannpumep, StROng!;;

4, He BBOAM CBOM JIHYHBIC JaHHBIC Ha CﬂﬁTc’iX, KOTOPBIM HC TOBCPACHIL.

DJIEeKTPOHHAA MOYTA

DIEKTPOHHASA MOYTa — 3TO TEXHOJOTHS ¥ MPEIOCTABIACMbIC €K YCIYTH 110
TICPECHITIKE U MOMYUEHHIO BJICKTPOHHBIX COOOIICHHH, KOTOPBIE paclpe/IeiaiOTCS B
KOMIbIOTEPHOW ceTH. (OBIYHO 3JIEKTPOHHBIN MOYTOBBIH SIIHK BBITJISAUT
CTIEIYIONINM 00pa3oM: UM _MOJIb30BaTeIA(@UMs _1oMeHa. Takke KpoMe rmepeaaqn
MPOCTOTO TEKCTa, UMEETCS BO3MOKHOCTH TiepeiaRaTh (Daiibl.

OcHoBHBIE COBETHI 10 De30macHoi padoTe ¢ ATeKTPOHHOM MOUTOM:

I. Hano BeiOpaTe mpaBuibHbIN 1ouTOBBIN cepBuc. B MHTepHeTe ecThb
OTPOMHBIH BEIOOp OECTIATHBIX MOYTOBBIX CEPBUCOB, OHAKO JTYUIIIE TOBEPIATH TEM,
KOTO 3HACIIb U KTO TIEPBLIM B peiiTUHTE;

2 He ykaswiBaif B nuuHOM mouTte auuHyo uHbopmaimoo. Hanpumep,
Tyudllie BeIOpaTh «MY3bIKaNbHbIN (hanaT@» win «pok2013» BMecTo «reMal3»;

3. Hcnonesyli AByXATanmHYK aBTOPH3AIM. JDTO KOTJa MOMHMO Tapos
HY)KHO BBOJUTH KO/, IPUCKITIaeMblil o SMS;

4. Beibepu cioxHBIH maponb. [Ins Kakaoro mMoYTOBOTO ANHKA TOKCH
OBITH CBOH HANCHKHBIH, YCTOWYUBBIH K B3JIOMY TapOJTh;

5. Ecnu ects BO3BMOXKHOCTH HamucaTh CaMOMY CBOM JIMYHBIH BOIPOC,
HCIIOJIb3YH 3TY BO3MOKHOCT;

6. Hcrnone3yli HecKONbKO MOYTOBBIX AMMKOB. [lepBblif ans 4HacTHOM
MEPENUCKA € apecaTaMy, KOTOPLIM Thl IOBEpAEIIb. ITO BIEKTPOHHBIH aapec HE

HaJ0 HCIOJB30BAThH NP PErHCTpALMK Ha popymax U caiitax;



T He oTkpeiBaii (paiyibl ¥ JIpyrue BIOKCHUS B MHCHMAaX JAKE €CITU OHH
MIPUIITA OT TBOWX Apy3eid. JIydile yTouHM Yy HHX, OTOPABISUIM JIM OHU TeDe ATH
(haiiner;

8. [Tocne oxonuanust padOTHEI HA MTOYTOBOM CEPBHCE TIEPe] 3aKPBITHEM

BKJIQJIKH C CAUTOM HE 3a0y/b HaXKaTh HAa « BBIATH®.

KuOep0OvJIHHI HIH BHPTYAJBHOE H3I€BATEIBCTBO

KubepOymmuHr —  mpecrieioBaHME  COOOIIEHUAMH,  COAEpIKalMMU
ocKopOIecHuS, arpeccuto, 3anyrMBaHUE; XYJIUTaHCTBO; colMansHOE
DOMKOTHPOBaHNE C TTOMOIIBIO PA3THYHBIX HHTEPHET-CCPBUCOB,

OcHoBHBIE COBETHI 110 DOpPBOE ¢ KNOEPOYLITHHTOM:

1. He Opocaiica B 6oif. Jlyummii cmocob: mocoBeToBaTheA Kak ceOs
BECTH U, €CJIM HET TOTO0, K KOMY MOXHO OOpaTUThCS, TO BHAuaje YCIOKOUTHCS.
Ecnu ThI HauHemb OTBEYATh OCKOPOJIEHUSMHU Ha OCKOPOJEHHA, TO TOJBKO ellle
OoIbIIe pa3oikIKelllb KOH(IUKT,

2 VYrpasnsi cBoell kubeppenyTraiuei;

& AHOHUMHOCTH B ceTH MHMMas. CyllIeCTBYIOT CIOCOOBI BBISICHUTh, KTO
CTOUT 338 AHOHUMHBIM aKKayHTOM;

4. He crouT BecTH XynHranckuii odpa3 BUPTyanbHON ku3HH. MHTEpHET

tduxkcupyeT Bce TBOW JEHCTBUS M COXpAHSET WX. YJaIuTh UX OyAeT KpaiiHe

3aTPyAHUTEIBHO;
5 Benu ceds BexxIuBo;
6. HUrnopupy#t eauHUYHBIH HeratuB. (OJHOPA30BBIC OCKOPOUTEIBHBIC

coobmienuss ayyuie urHopuposatb. QOBYHO arpeccus TpekpamiaeTcs Ha
HavyaaLHOH CTalNH;

7. ban arpeccopa. B mporpammax oOMeHa MCHOBEHHBIMH COOOIIICHUAMH,
B COIHAIBHBIX CETAX E€CTh BO3MOKHOCTH OJOKMPOBKHM OTHPABKH COOOIICHHH ¢
OTIPENICIICHHBIX a7IPECOB;

8. Ecmun 1wl cBuaeTens kuOepOymnuara. TBOM JCHCTBUA: BBICTYIHUTH
MPOTHB TMpeciefoBarelid, I0Ka3aTh €My, 4YTO €ro JACHCTBUA OLECHUBAKTCA
HETaTHBHO, MOJJCpkKATh KEPTBY, KOTOPOH HYKHa MCHXOJOTHYCCKAas MOMOIIlb,

COOE)].L[HTL B3pOCIIBEIM O Cl}aKTG dI'pECCHBHOTO ITOBCOCHHUA B CCTH.

MoouabpHbIH Te1edoH




CoBpeMeHHbIC cMapT(OHBI U IIAHIIETHI COIEPKAT B ceOe BIIOIHE B3POCIbIi
(yHKIHOHAZ, W TEmepb OHU MOTYT KOHKYPHPOBaTh CO CTAllHOHAPHBIMH
koMmneTepamMu. OQHAKO, CPEACTB 3aLIUTHL IS TOJO0OHBIX YCTPOHCTB MTOKA OUYCHb
mano. TecTMpoBaHMEe ¥ TIOUCK YSA3BHMOCTEM B HHUX MPOUCXOAMT HE TakK
MHTEHCUBHO, Kak 1is [1K, To ke camoe kacaercs 1 MOOMIIBHBIX NPUI0KEHHH.

CoBpemeHHBIE MOOMABHBIE Opay3epbl YK€ NPAKTUYECKH  JOTHAIU
HAaCTOJBHBIC AHATOTH, OJHAKO pacliupeHHe (PYHKIMOHATA BJICUET 3a CODOM
OONBIIYIO CIIOKHOCTh M MEHBIITYK) 3alIUIIIEHHOCTD.

Jlajiecko HEe BCE MPOM3BOJIMTEIM BBINTYCKAOT OOHOBJICHMS, 3aKPLIBAIOIINE
KPUTUYECKHE YS3BUMOCTH JIJISI CBOUX YCTPOMUCTB.

OcHoBHBIE COBETHI /151 0€30MACHOCTH MOOHIABHOTO TejtedoHa:

1. Byas ocTtoposkeH, Beb Korja Tede npeiaraoT 0ecIiaTHbIH KOHTEHT,
B HEM MOTYT OBITH CKPBITHl KAKHE-TO ILIATHBIC YCITYTH;

) Hymaii, npexae ueM otmpaButs SMS, doto unm Buigeo. Tel TouHO

3HACIIb, IJI¢ OHU OyAYT B KOHEYHOM HTOTE?

5 Heobxonumo 0OHOBIATE ONEPAIMOHHYIO CHCTEMY TBOETO cMapT(]oHa;
4. Hcnons3yii aHTHBHPYCHBIC IPOrPaMMEI J1JIsE MOOMJIBHBIX TEJIC(OHOB;
o He 3arpy:kail npuioskeHUsi 0T HEH3BECTHOTO HCTOYHHKA, BEIb OHHU

MOTYT COAEPKaTh BPEOHOCHOE MPOrpaMMHOE 0DecieUeHHE;

6. [Tocne Toro xak Thl BBIHICHIL C caWTa, TAE BBOJAWI JIHYHYIO
uHdopmaInio, 3aiiin B HaCTpoHKu Opaysepa u ynanu cookies;

7. [Tepuonuyecku npoBepsil Kakve IUIATHBIC YCIYTH aKTUBUPOBAHBI Ha
TBOEM HOMEDE;

8. JlaBaii cBoi HOMEp MOOWILHOTO TeneoHa TOALKO TIOASAM, KOTOPBIX
THI 3HACHIL U KOMY JOBEPSCIID;

9. Bluetooth nomxeH OBITH BBIKIIOUEH, KOTJIA Thl UM HE TIOJIb3YECHIBCA.

He 3abriBait uHOT1a NPOBEPATH ITO.

DOUIIHHAT WIH KPaXKa JHYHbIX JTAHHBIX

['naBHas neias (umMHr - BUAa VHTepHET-MOUICHHHYECTBA, COCTOHT B
MOMYUYCHHH KOH(HICHIIHATBHBIX JaHHBIX MOJIB30BATECH — JIOTHHOB M MapoJcii.
Ha anrnumiickom a3eike phishing unrtaercs kak ¢ummer (ot fishing — peiOHas
OB, password — mapons).

OcHoBHBIE COBETHI IO 00pbLOE ¢ PUIIHHIOM:



B Cnenn 3a cBouMm akkayHTOM. Ecinm Thl 1OJ03peBacilib, 4YTO TBOS
aHkera ObUTa B370OMaHa, TO HeoOXoauMo 3abIOKMpoBaTH €€ W COOOIINUTH
aJMUHHCTPATOPaM pecypca 00 3TOM Kak MOKHO CKOPEE;

2 Hcnonw3yii  Oe3onacHbie BeD-caiTbl, B TOM YHCJIE, WHTCPHET-
Mara3uHOB U MOUCKOBBIX CHUCTEM;

& Hcnonb3yid clnoKHBIE W pasHble naponu. Takum odpazom, eciau teds
B3JIOMAKOT, TO 3J0YMBIIUICHHUKHA MOJy4aT AOCTYH TOJBKO K OJIHOMY TBOECMY
MpouITIO B CETH, a HE KO BCEM;

4. Ecnu Tebs B3momanu, TO HEOOXOOHMO MPEAYIPEAHTh BCEX CBOUX
3HAKOMBIX, KOTOphIC A00aBIeHbI y TeOs B Apy3bsiX, O TOM, 9TO TeOs B3IOMAIH U,

BO3MOM¥HO, OT TBOCTO HMCHH 6y,E[CT PacChlIaThCA CIIaM H CCBLUIKH Ha (bH[IIHH]"OB]:-IB

CalThI;
5. Ycranosu HaaexkHbi mapoab (PIN) Ha MoOunbHBIH TenedoH;
6. OTxurouM coXpaHeHHUE Naposs B Opaysepe;
¥ He otkpsiBaii aiinsl U Apyrue BIOKEHUS B MHCHMAX JAXKC €CIIA OHH

MIPHUIIIA OT TBOWX Apy3ei. Jlydile yTo4yHM Yy HHX, OTOPABISUIM JIH OHU TeDe ATH

(haiinel.



